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Abstract—The Internet is global in scope and
rapidly growing. With this growth, internet security
threats are also increasing and maintaining the safety
of the secret data is becoming a great challenge.
Therefore, steganography is one of the attractive
approaches to obtain a secure communication
medium and protecting data transmission over open
media. Steganography hides the presence of secret
message inside a unsuspiciousinformation so that
they can be transferred unnoticed. This paper
introduces a new approach for text steganography
that uses Punjabi text as a cover media. In this
approach, “Naveen Toli” letters of Gurmukhi script
are chosen for hiding process in Punjabi text. These
letters can be represented as one Unicode character
or combination of two Unicode characters.
Depending on these representations of Naveen Toli
letters, information is hidden in the text.
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1. INTRODUCTION

In this era, the internet has global scope, but
this global inter-network is open and insecure.
The Internet, the global information exchange
media, needs more and better security provision.
There arenumber of security mechanism like
cryptography, digital signature, steganography,
etc. “Steganography” is the security mechanism
which hides the existence of the secret message
during information exchange. In contrast to
cryptography, where the attacker can detect,
‘intercept and modify messages without violating
certain security property assured by a
cryptosystem, the goal of steganography is to
hide secret messages inside other innocuous
messages in such a way that no attacker can
detect that there is a second message present. So
steganography technologies act as an important
part of the future of internet security and

privacy. Figure 1 shows
information hiding.

In steganography, the embedded data are the
secret message to be hidden. It is concealed in a
harmless medium, such as text, image, audio, or
video file called as cover media. A stego-key is
used to handle the hiding process so as torestrict
detection and recovery of embedded data to the
parties who know it [1]. A stego object is
produced after hiding the embedded data in a
cover medium.

the model of

Figure 1: Model of Steganography

Most research in steganography has been
performed using cover media such as Images
[2][3], video clips [4] and sound [5]. In addition
to other types of cover media, text can also be
used as cover media. But due to the absence of
redundant information in a text file as compared
to an' image or sound file and humans are
curious to the text looking unusual, the text
steganography is the most difficult type of
steganography [6]. The advantages to prefer the
text as a cover media over other media are its
lesser memory occupation and needs smaller
bandwidth for data transmission [7].

Massive amounts of text data are transferred
or exchanged on the Internet every day, which
makes it imperative to use as cover objects.
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