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ABSTRACT

A Novel Approach for Information Hiding in Punjabi Language.

Name: Arun Kumar

Registration Number: CUPB/M.Tech-CS/SET/CST/2014-15/05
Degree for which submitted: Master of Technology

Name of Supervisor: Dr. Amandeep Kaur
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Keywords: Jaro-Winkler, LRM, RLM, NetBeans, Embedding Process, Extraction
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The Internet is global in scope and rapidly growing. With this growth, internet
security threats are also increasing. The Internet is the global information exchange
media, which is open and insecure, needs more and better security provision. In the
era of computer network virtually all business, government and academic
organizations interconnect their local area network with a collection of
interconnected networks. Data transmission in a public communication system is
not secure because of interception and improper manipulation by an opponent.
Therefore, the attractive solution for this problem is steganography, which is the art
and science of writing concealed messages in such a way that no one, apart from
the sender and intend recipient, can notice the existence of the message. Thus,
confidentiality and integrity principle of security can be achieved. There have been
wide ranges of algorithms introduced using a text file as cover media. This thesis
explains a two layered hiding technique that provides high security than other
techniques. The use of local language ensures more security to the information
exchange as the awareness of the local language is limited. The proposed approach
uses the local language Punjabi as cover text. In proposed approach, the cover
media is pre-existing media, not system generated media. Therefore, a user will be
free to use the cover media taken from any Punjabi newspaper, magazine or book
and the syntax of a sentence and sequence of sentence both will be true
grammatically. Even though the opponent has a very good command on the Punjabi
language, they will not found any suspicious.
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(Supervisor)
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CHAPTER 1
INTRODUCTION

In this era the internet has global scope, but this global inter-network is open and
insecure. The internet the global information exchange media needs more and
better security provision. There are numbers of security mechanism like
cryptography, digital signature, steganography, etc. “Steganography” is the security
mechanism which hides the existence of the communication. In contrast to
cryptography, where the attacker can detect, intercept and modify messages
without violating certain security property assured by a cryptosystem. But the goal
of steganography is to hide messages inside other harmless messages in such a
way that no attacker is able to detect that there is a second message present. So
steganography technologies are an important part of the future of internet security
and privacy. The graphical representation of the steganography process is
presented as follows.

Embedding |

|

EXCNG | Secret Massage

Stz0 Data Transmission Stego Data >
—| /! |

| CoverData >
l

A Vil
4 4>

Stego Key

Figure 1.1: Model of Steganography

Secret communication scheme was known a long time ago; Julius Caesar used
cryptography to encode his political directions (Singh, Singh, & Saroha, 2009).
Steganography is the process of hiding data inside other data in such a way that no
one apart from the intended recipient and sender knows the existence of the
message. The word steganography is derived from the Greek words “stegos”
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meaning “cover” and “grafia” meaning “writing” (Morkel, Olivier, & Africa, 2005)
defining it as “covered writing”. The practice of sending secret messages is not new;
it has been made for millennia. Modern steganography is generally referred to deal
with electronic media. Steganography consists of two algorithms, one for
embedding and one for extracting. For hiding a secret message within a cover at
the sender side, an embedding process is used. The secret message is discovered

at the receiving end through the extracting process.

1.1 Steganography Terminologies

The terminology used while discussing steganography / steganographic Systems is

as follows:

e Message: Secret Information to be hidden inside the container.

e Cover Text: The carrier / media used for hiding a message inside its body.

e Embedding: The process of hiding secret information inside Cover.

e Stego Object: The resultant Cover after going through embedding.

e Extraction: The process of extracting hidden information from Stego Object.

e Stego Key: Secret Key used in information embedding and extraction.

e Stego System: Figure 1.1 depicts entire activity of embedding secret information
inside some Cover by employing a Stego key at the sender’s end and its
extraction using the Stego key at the receiving end, and constitutes a complete
Steganographic System.

e Redundant Bits: Pieces of information inside a file which can be overwritten or
altered without damaging the file.

1.2 Characteristics of Steganography

Though the most obvious goal of steganography is to hide data, but there are

several characteristics of steganography used to judge the strength and

weaknesses of steganography methods. Mainly there are three characteristics of

steganography (Codr, 2009) as mentioned below:

e Capacity: This feature specifies how much data can be hidden in such a way
that, it should be possible for humans to detect a distortion in the stego-object.

e Un-detectability: This feature specifies inability for a computer to use statistics
or other computational methods to differentiate between covers and stego-

objects.



e Robustness: Robustness of the steganography refers to the ability of the

message to persist regardless of compression or other common modifications.

These three main components work in opposition to one another. If one of these is
increased, it causes the others to decrease. Hence, no steganographic technique
can be perfectly undetectable and robust and have the maximum capacity
(Salommon, 2003). In most cases, robustness and undetectability are most
important as compared to capacity whereas watermarking favors robustness most
strongly. In general, the most of the steganography methods considers
undetectability most important. The balance of the properties of good
steganography is presented in the Fig. 1.2.

Robustness

Steganography

Capacity Undetectability

Figure 1.2: Properties of Steganography

1.3 Types of Steganography
It is possible that the graphic or sound files can be altered slightly without losing
their overall viability for the viewer and listener. With audio, you can use bits of the
file that contain sound not audible to the human ear. With graphic images,
redundant bits of color from the image can be removed and still produce a picture
that looks undamaged to the human eye and is difficult to distinguish from its original
(Abduallah, Rahma, & Pathan, 2014) (Nosrati, 2012). Due to the absence of
redundant information in a text file as compared to a picture or sound file, the text
steganography is the most difficult type of steganography (Kabetta, Dwiandiyanta,
Dwiandiyanta, & Suyoto, 2011). According to categories of file formats that can be
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used for cover media, there are four types of steganography techniques:- image,

audio, video and text (Bhattach-aryya, Banerjee, & Sanyal, 2011).

Steganography

mn

Figure 1.3: Types of Steganography

1.4 Applications of Steganography

Steganography can be used for a range of purposes. Legitimate purposes can
include things like covert channels, embedded data and digital watermarking.

l.

If Steganography is used to hide data in IP header or TCP header, it is called
Covert channels in TCP/IP. In this approach, some fields of IP header or TCP
header are selected for data hiding. In this way, absolute secrecy is maintained

on the internet for an entire communication process and not just one document.

. Today the most of the popular use of steganography is to hide the secret message

by embedding it into cover media. This method of steganography is very useful
when a party must send top secret, private or highly sensitive documents over an
open systems environment such as the internet. It is possible to send news and
information without the fear that the messages being intercepted and traced back
(Kumar & Pooja, 2010) (Krenn, 2004).

Steganography can also be used to implement watermarking. Although the
concept of watermarking not a pure steganographic technique, but several
steganographic techniques that are being used to store watermarks in data.
Company or entities usually use digital watermarking for Copywrite reasons to
safeguard their property by either embedding their license information into their

property or by hiding trademark. Digital Watermarking is very important in the



detection and prosecution of software pirates and digital thieves (Kumar & Pooja,
2010) (Krenn, 2004).

IV. E-commerce permits an interesting use of steganography. In current e-commerce
transactions, most of the users are secured by a username and password.There
is no real method of verifying that whether the user is the actual cardholder or not.
By embedding the unigue session IDs into the biometric fingerprint images via
steganography, allow for a very secure option to open E-commerce transaction

verification (Krenn, 2004).

Unfortunately, Steganography can also be used for illegal motives. For instance, if
someone is trying to steal data, they could hide it in another file or files and mail it
out in an innocent looking email or file transfer. Furthermore, a person with a hobby
of saving images and video clips to their hard drive may choose to hide the proof
through the use of steganography as it was concerned for terroristic purposes.
Hence, steganography can be both a legitimate and illegitimate application (Abbadi,
2008).

1.5 Text Steganography
Text steganography uses text as the cover medium in which information is hidden.

Hiding information in plain text can be done in many different ways.

Text Steganography

Format Random & Statistical Linguistic Method
Based Generation

Figure 1.4: Type of Text Steganography

Text steganography can be basically classified into three types- format-based,
random and statistical generation and Linguistic method (Bhattacharyya et al.,
2011). Within each category, the text can be either system generated or embedded
within known plaintext.

1.5.1 Format-Based Methods

This type of method uses and changes the formatting of the cover-text to hide data.

They do not change any word or sentence, so it does not harm the value of the
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cover-text. Format-based methods use physical text formatting of text as a place in
which to hide the information. Generally, in order to hide the steganographic text,
this method modifies existing text. Deliberate misspellings distributed throughout the
text, insertion of spaces, resizing the fonts are some of the many format-based
methods being used in text steganography. A format-based text steganography
method is open space method (Bhattacharyya et al., 2011). In this method, extra
white spaces are added into the text to hide information. Another two format-based
methods are word shifting and line shifting. In word shifting method, the horizontal
alignments of some words are shifted by changing distances between words to
embed information. In line shifting method, vertical alignments of some lines of the

text are shifted to create a unique hidden shape to embed a message in it.

1.5.2 Random and Statistical Generation

It is generating cover text according to the statistical properties. This method is
based on character sequences and words sequences. Information hiding in
Random Character and word sequences method (Bennett, 2004) generates a
random sequence of characters or words to hide the information.

A second approach is to generate cover-text automatically according to the
statistical properties of language. These methods use predefined grammars to
produce cover-text in a certain natural language. A probabilistic context-free
grammar (PCFG) is a commonly used language model where each transformation
rule of a context- free grammar has a probability associated with it (Bhattacharyya
et al., 2011). The sentences of cover text are constructed according to the secret
message to be hidden in it. The quality of the generated stego-message depends
directly on the quality of the grammars used.

1.5.3 Linguistic Method

The linguistic method (Salommon, 2003) hides the secret message by modifying
the text accordance to linguistic properties of the text. In this method, the linguistic
structure of the text is used as a place to hide information. The syntactic method is
a linguistic steganography method where some punctuation signs like a comma (,)
and full-stop (.) are placed in proper places in the document to embed a data. This
method needs proper identification of places where the signs can be inserted. This
approach is vulnerable to attack because the inconsistent use of punctuation is

noticeable.
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Another linguistic steganography method is a semantic method. In this method,
some pre-selected synonyms of the word are used. The words are replaced by their
synonyms to hide information in it. By using a special word, data are embedded in
the text. The sender and receiver using such a method may agree on the use of a

certain online thesaurus.

1.6 Punjabi Language and its Orthography

The Punjabi language is one of the members of the Modern Indo-Aryan family of

languages, also known as Indic languages.There are 122 languages in India;

among these 22 languages have been declared as official languages by

Government of India . According to 2011 Census of India, there are 27,704,236

Punjabi speakers in India. The Punjabi Language is spoken and used in both parts

of Punjab, in India and also in Pakistan. Punjabi in India is heavily influenced by

Sanskrit, while in Pakistan, Punjabi is heavily influenced by Perso-Arabic. Punjabi

uses two different scripts.

I. Shahmukhi is a Perso-Arabic script used by Muslims of Pakistan and it reads
from right to left. “Shahmukhi” means “from the mouth of the kings.”(Veach &
Williamson, 2015)

[I. Gurmukhi is the script used by Hindus and the Sikhs of Indian. “Gurmukhi”
means “from the mouth of the Gurus”. Gurmukhi is the script used by the Sikh
Gurus and descended from the Brahmi script. Gurmukhi script is used primarily
for the Punjabi language. It is written and read from left to right (Veach &
Williamson, 2015) (Lehal & Bhagat, 2004).

1.6.1 Unicode of Gurmukhi

The Unicode Standard is a character coding system designed to support the

worldwide interchange, processing, and display of the written texts of the diverse

languages and technical disciplines of the modern world. In addition, it supports
classical and historical texts of many written languages.
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Figure 1.5: Unicode of Gurmukhi Characters (Unicode consortium,

Table 1.1: Consonants of Punjabi




Table 1.2: Additional Consonants of Punjabi

H o <
dl I
Table 1.3: Independent Vowels of Punjabi
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g nt
Tablel.4: Dependent Vowels of Punjabi
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Table 1.5: Additional Characters of Punjabi
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CHAPTER 2
LITERATURE REVIEW

Text steganography is an important area under information hiding. This thesis work
focuses on developing information hiding in text using the Punjabi language. A

complete review of the text steganography is as given below:

Most research of steganography has been performed using cover media such as
images, video clips and sound. In addition to other types cover media, text can also
be used as cover media. The advantages to prefer the text as a cover media over
other media is its lesser memory occupation and needs low bandwidth (Shirali-
Shahrez & Shirali-Shahreza, 2006). Some of the methods proposed to hide the
information in the cover text are line shifting, words shifting, whitespaces

manipulation, feature coding, syntactic and semantic method.

(Low et al. 1995) proposed a method to hide a watermark by vertically shifting the
position of the locations of text lines i.e. Certain text-lines are shifted slightly up or
down from their normal positions. In word-shift, a block of words is shifted slightly to
the left or right of their normal position to hide the mark. This technique can also be
used to hide steganographic information. If the text is retyped or if character
recognition programs (OCR) are used, the hidden information would get destroyed.
(Bender et al., 1996) proposed a method in which whitespace between words are
manipulated to encode 0 and 1. One space between words is interpreted as a “0.”
Two spaces are interpreted as a “1. The drawback of this method is that it requires
larger spaces to encode a single character and data hidden is destroyed once the
spaces are deleted. Some of the problems appeared in Bender’'s method has been
solved by (Por & Delina, 2008). (Por & Delina) proposed a method in hiding
information using inter-words spacing and line spacing between paragraphs as a
hybrid method. In this way, most of the whitespaces in text document have been
utilized. The unique feature of the method is to generate a cover-text dynamically
according to the length of the secret message. But still there is a drawback that the
hidden data is destroyed once the spaces are deleted, by some word processing

software.

Some researchers conducted research on feature coding method. (Shirali-Shahreza
& Shirali-Shahreza, 2006) introduced a method for text steganography using feature
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coding method. In this approach, Persian/Arabic language has been used. In
Persian 18 letters out of 32 alphabet letters have points and in Arabic, 15 letters out
of the entire 28 alphabet letters have a point. Data is hidden by considering the
existence of too many points in Persian and Arabic text. The information is hidden
in the text by vertical displacement of the points. If Characters with point remains
unchanged, then it represents 0. The bit 1 is represented by shifting the point on the
concerned character a little upward. (Changder et al., 2009), presented a new
approach for steganography in Hindi texts by using feature coding method. In this
approach, the secret message is hidden in the text by shifting the specific matra
towards left or right. The advantage of these methods is that a large volume of
information can be hidden in the text. But the information hidden is lost in case of
retyping.

Some scholars presented research on a semantic method of text steganography.
(Shirali-Shahreza, 2008) proposed a method based on the semantic approach of
text steganography to exploit same words which are spelled differently in British and
American English for hiding secret message bits. In English some words spelled in
British and American English is different. This differences in spellings form the basis
of steganography. This method has little capacity to hide data in the text. However,

it is dependent on the body of text and its size, but overall its capacity is very low.

Table 2.1. Different Spelling in American & British Language

American Spelling British Spelling
Favorite Favourite
Criticize Criticise

Fulfill Fulfil
Center Centre

(Shirali-Shahreza & Shirali-Shahreza, 2008) proposed a new method based on the
semantic approach in which hiding capacity has been improved. This method uses
the synonyms of certain words thereby hiding information in the text. The synonyms
substitution may represent a single or multiple bit combinations for the secret
information. A major advantage of these methods is the protection of information in
case of retyping or using OCR programs. However, the later method may alter the

meaning of the text.
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Table 2.2.Some Synonym Words

Big Large
Small Little
Chilly Cool
Smart Clever

Spaced Stretched

Limited works have been done on hiding information in Hindi text. (Alla & Prasad,
2008) proposed a method for the Hindi language. The Hindi language consists of
letters and letter diacritics. In this method, the bit O is encoded with vowel and
consonant, and in the same way, the bit 1 is hidden by letter diacritics. The stego-
text is system generated and it may be irrelevant text to be transferred. This
irrelevant text is an advantage as well disadvantage because an attacker must have
a full command over the language and its structure to decode. But if an attacker has
the command over language this irrelevant text has been suspected containing a

secret message.

(Changder et al, 2010) proposed a method to hide the secret message in the text
through Indian languages. The Indian languages have much more characters as
compared to other languages. Therefore, it will be quite easy to create the words or
innocent sentences using Indian languages. In this approach cover text is system
generated. The Information hiding is done by creating meaningful sentences after
finding the longest common subsequence of two binary strings among which, one
is the secret message and another may be any binary string. This study provides
large hiding capacity text steganography with minimal change of the structure of the
cover file. Therefore, it will be less noticeable to the unintended recipients. But
through the LCS of two binary string, it is not so easy to create the meaningful

sentences always.

There are some other methods for text steganography which uses internet
programming language file as cover text.( Garg, 2011) presented a text
Steganography by using HTML files. Author classified HTML into two categories:
primary attributes and secondary attributes. If a secondary attribute is followed by a
primary attribute, then a O bit is detected, else a 1 is detected. The author suggested

applying two steps. The first step is encryption to improve the message security.
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The second step suggests applying HTML Steganography scenarios to hide the
bits. In this approach, the HTML file is scanned to search all tags in the web page
to classify them into primary attributes and secondary attributes. If the hidden bit is
1, the primary and corresponding secondary attribute are swapped. Otherwise, no
change is applied. The main advantage of this algorithm is that all the changes in
the code file result in no effect on the web information. After the development of
XML, most of the web pages code comprises of XML code. (Inoue et al., 2001)
represented the mechanism for hiding the message in the XML file. In this approach,
an empty element is used to hide the 0 and 1. The empty element can be either a
start-tag immediately followed by an end-tag or an empty-element tag. By using
these two form of empty element bit 0 and 1 is concealed as follows:

stego key:

<img></img> ... 0
<img/>...1

stego data:

<img src="foo1.jpg"></img>
<img src="fo02.jpg"/>

<img src="f003.jpg"/>

<img src="f005.jpg"></img>
Embedded data:

0110

Cascading Style Sheets (CSS) is a stylesheet language which is used to describe
the presentation semantics of a document written in  HTML and XHTML. (Kabetta
& Dwiandiyanta, 2011) proposed a new scheme for hiding information in CSS file.
In this scheme, a CSSfile is used as a cover media to embed messages. The secret
message to be hidden in CSS files is first encrypted using RSA as a public key
cryptographic algorithm and it is applied to the CSS file. The binary bits are
represented by white spaces either spaces or tabs after semi-colon characters of
each CSS instruction. The approach creates the stego-text that looks same as the
original text, by using the “End of Line” techniques for the embedding process and

there are no obvious changes. The disadvantage of this technique is the limited
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amount of characters that can be embedded. The embedding capacity depends

on the available amount of semicolons in the text.

Many types of steganography were in use; however, there was no known
steganography method for query languages such as SQL. (Bassil, 2012) proposed
a new scheme for hiding the information using SQL Queries. This scheme is system
generated method in which, SQL queried is generated according to secret message
to be hidden. There is a dictionary of words organized into 65 categories represent
65 different characters including the 26 letters of the English language, the 10 digits
of the decimal system, and a set of 29 special characters with no common words
between these categories. For each character in the secret message, a word in
matched category is selected randomly. All generated words are then split into two
parts; first part represent the terms of SELECT clause and second part represents
the terms of WHERE clause. In this way cover media which is SQL query is
generated. The advantage of this scheme is that different output SQL carrier will be
generated for the same input secret message by changing the content of the
dictionary from time to time and it is multilingual. The disadvantage of this scheme
is that the cover media is system generated due to which it is possible that the

generated query may not be meaningful SQL query.

Besides all these the other steganography approaches have also been developed.
(Rahma et al., 2013) presented new scheme for hiding the information in the English
language based on Unicode. Many English alphabet characters have been used in
another language, with different codes and different glyph. A secret message is
concealed by replacing the character in a cover file with the same character in
another language having different Unicode and different glyph.

Table 2.3. Unicode of Characters in Multilingual

English Alphabets

Multili |, Glyph i
and ASCIl code ultilingual, Glyphs, and Unicode

Greek Cyrillic Cherokee
A
A A A
0041
0391 0410 13AA
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The advantage of this scheme is the cover media is pre-existing. The disadvantage
of this scheme is that the size of the steo-Text file is increased and hiding capacity

depends on the frequency of selected characters used in the cover text.

(Agarwal, 2013) proposed a new scheme for hiding the information using start and
end letter of the words of a cover file. Bit 0 or 1 is hidden by reading a word
sequentially from the cover file and including the starting letter or the end letter,
respectively, of the word in the stego key. In this way, the secret message is
concealed without any change made to cover media. The advantage of this scheme
is highly robust because no font-altering or feature encoding is used. The
disadvantage of this scheme is every time both the stego- text and stego-Key have

to be sent to the receiver.

(Uddin et al., 2014) proposed a new scheme for hiding the information along with
DES cryptography. The cover text has been prepared as ordinary as possible. The
secret message to be hidden on cover files is first encrypted using DES as a
symmetric key cryptographic algorithm and it is applied to the cover file. The each
encrypted character is counted for the frequency with respective position and finally,
it compared with a cover text to retrieve the position in the cover text. Now the
position of encrypted in cover media is converted to equivalent ASCII code. In this
way, the message is hidden in the cover text. The advantages of this scheme are
its high security and cover media is not system generated. The disadvantage of this

scheme is it is detectable due to adding puzzle at the end of cover media.

(Dasare & Dhore, 2015) proposed a new scheme for hiding the information in MS
Word Document Using MCDFF. MCDFF is a compound file of MS word document.
A compound file provides a solution to store efficiently multiple kinds of objects in
one document. It is nothing but file system within a file. It is used to find out the
number of unused blocks available in the document file. This unused block is used
to hide the secret message. The advantage of this scheme is that the secret
message is hidden in such a way that it is independent of the contents of the
document file. The disadvantage of this scheme is that more raw blocks have to be

added in the cover document if a secret data size is too large.

2.1 Summary of Literature Review

A variety of methods for hiding the secret message in the text has been developed
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so far with different languages. No single steganography technique is there which
can be used for all languages, because of their different structure and specification.
Some of them have either lack in robustness or stego-text is system generated. Still
some techniques face less hiding capacity issue while some other techniques are
easily noticeable. So there is still a room for designing a robust technique for

embedding the secret information into the text media.

Table 2.4. Overview of Literature Review

S. Author Parameters/Approach | Advantage | Disadvantage
No. /Paper
1 | (Shirali- Different spelling in High Less hiding
Shahreza, M., | British and American | robustness capacity
2008 English
2 | (Shirali- Substitution of synonym | High Meaning of text
Shahreza, M. robustness can be altered
H., & Shirali-
Shahreza, M.,
2008
3 | (Por,L. Y., & | Whitespaces High capacity | Hidden data is
Delina, B., manipulation between lost once the
2008) words spaces are
deleted.
4 | Al K., & Letters and letter Irrelevant Irrelevant Text
Prasad, R., diacritics in the Hindi Text generated
2008), language generated

5 | Changder, S., | Feature encoding in the | High capacity | Not robust
Debnath, N. Hindi language
C., & Ghosh,
D., 2009

(Cntd..)
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Table 2.4. (Cntd..)

6 | (Changder, LCS Dbased system | High capacity | Irrelevant Text
S., Ghosh, D., | generated cover text in generated
& Debnath, N. | the Hindi language
C., 2010)

7 | (Kabetta, H., | Places after Semicolon | Robustness Less hiding
& used in CSSfile. and capacity
Dwiandiyanta, unnoticeable
B.Y., 2011),

8 | (Bassil, Y., Hiding the information | Different cover media is
2012) using SQL Queries. output SQL | system

carrier for the | generated
same  input

secret

message

9 | (Rahma, A. English alphabet | Size of steo- | the size of the
M. S., Bhaya, | characters used in|Text file is | steo-Text file is
W.S., & Al- another language, with | increased increased
Nasrawi, D. different codes and
A., 2013) different glyph

10 | (Agarwal, M., | Start and end letter of | Highly robust | Every time both
2013) the words of a cover file the stego- text

iIs used and stego-key and stego-Key
generated have to be sent
to the receiver.

11 | (Uddin, M. P., | Hiding along with DES | Highly secure | Easily
Saha, M., and Counting and cover noticeable
Ferdousi, S. frequency of character | media not
J., 1bn Afjal, with respective position | system
M., & Marjan, | in secret message generated
M. A., 2014)

(Cntd..)
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Table 2.4. (Cntd..)

12 | (Dasare, A. | Unused block in MCDFF | the secret

J.etal., word Document. message is
2015) independent
of the

contents of
the document

file

More blocks
have to be
added in the
cover document
if a secret data

size is too large.

A number of studies and researches regarding text steganography method has

been plotted as shown in above table. The methods like feature encoding that is not

robust against digital copy-paste operation and retyping the same characters or

words and steganographic methods that generates the cover media itself is easily

noticeable, the proposed method is able to plug the limitations of these two existing

techniques. The proposed method also increased the embedding capacity as

evident from table.
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CHAPTER 3
PROBLEM STATEMENT AND PROPOSED SOLUTION

3.1 Problem Statement

Steganography can be implemented to secure data using different media as cover
media. Text steganography is an effective method to secure data with lesser storage
requirement and bandwidth for transmission.

Languages and their structure play an important role in developing the
steganographic system. On analysis of Punjabi language compared with English
language, it was found that unlike the English language it has certain alphabets that
are neither vowel nor consonant. This characteristic of Punjabi language can be
effectively used for embedding secret data into Punjabi text. Thus, in this thesis work
a text steganography based on the Punjabi language will be developed.

3.2 Objectives

e Study and understand existing text steganography

e Study of characteristics of Punjabi text

e Development of Steganographic system using Punjabi text as a cover media

e To evaluate the performance of the proposed scheme based on capacity,

robustness, and invisibility.

3.3 Hypothesis

It has been hypothesized that this proposed information hiding scheme will result in

a highly secured text steganography method.

3.4 Proposed Scheme

Unlike the English language, the Punjabi language has some alphabets that are
neither vowel nor consonant. Languages and their structure play an important role
in developing the steganographic system.

A new approach is proposed for text steganography by designing two stego-keys
that will be used for two layer hiding. This approach makes the use of pre-existing

any meaningful piece of Punjabi text as cover file to hide the secret message.

3.4.1 Data Flow Diagram

Data Flow Diagram of proposed steganography mechanism is illustrated in Fig.3.1.
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Firstly, a secret message will be concealed in a cover text by applying an embedding
algorithm with stego-keyl. The output of first layer hiding will be the input of the
second layer. In second layer embedding, stego-key2 and cover-text will be used.
Then generated an output file of the second layer will be transmitted using a
transmission channel to a receiver. For extracting the secret message which has
been sent by the sender, the receiver needs to use an extraction algorithm which is
parameterized by a stego-key. At receiving end, the use of stego-keys will be used
in reverse order such as stego-key2 will be used at the first layer and stego-key1l at
the second layer. A stego-key is used to control the hiding process so as to restrict

detection and parties who know it will be able for recovery of the embedded data.

Sender Recetver
N S ; A
CoverText | Corer Tent |Stego Text =
Written in Wirittea in Punj
Punjzbi Punjabi '

— Y Y — v —
Messigeto | Embedding [ | Embedding Seg0 Textin| , | Extacting | ., Extracting [ Hidden
ce Hidden | _’ Algorths sigoetem [P Punjabi R T Algertam Aigorthr | Message

Stego Key 1 Sizg0 ¥ey 2 g0 ey 2 Stego Key |

Figure 3.1: Data Flow Diagram

3.4.2 Stego-keyl
A property of a sentence can be specified as the number of vowels, the number of
consonants, the number of characters and the number of words, now we can assign

a value to a sentence as follow:

0 if number of vowels is even otherwise

0 if number of consonant is even otherwise

) =

| 0 if number of characters is even otherwise

e

kO if number of Words is even otherwise
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3.4.3 Stego-key?2

There are two control characters defined in Unicode Left-to-Right Remark and
Right-to-left Remark (Odeh, Elleithy & Faezipour, 2013). These are Nonprinting
characters that do not appear as glyphs on the screen. Now Left-to- Right or Right-

to-left Remark will be inserted where space character between words as follows:

(x) = {LRM character if 0
fx) = RLM character if 1

3.4.4 Flowchart of First Layer Hiding at Sender Side

Convert Divide the
Secret » Binary All Blocks
Massage in Codein4 Processed %
Binary bits block

Scan Cover
Text for
Next Block

Cover Text
Not Compatible

Y

Maintain
Sentence Number

Figure 3.2: First Layer Embedding

To represent a binary stream of 4-bits say ‘1100’ it will select a sentence where the
number of vowel, number of consonant, number of character, and number of word
are odd, odd, even and even respectively. Therefore to hide a secret message i.e.
a stream of binary digits of length N, there should be (N/4) numbers of sentences

minimum in cover text. The embedding process is given in Fig. 3.2. Now the
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sentence’s number of sentences which represent secret message are sent to the

second layer of hiding.

3.4.5 Flowchart of Second Layer Hiding at Sender Side
To indicate the sentence number, say 6 and 2, to the receiver in proper sequence it
will be concealed in space characters of the cover text by using the stego-key2. The

embedding process is given in the Fig. 3.3.

Read Array
Sequentially

Convertin
Binary

Stego Text
Complete

— Processed?

Scan Cover
Text for
Space
Character

Stego Text
Not
Possible!

< Insert RLM
Character

Insert LRM
Character

& J

Figure 3.3: Second Layer Embedding
3.4.6 Flowchart of First Layer Extraction at Receiver Side
At the receiver side, to extract the secret message from cover media, first of all
sentence’s number has to be extracted from the cover text by using stego-key2. The
stego-text is scanned for LRM & RLM characters. The whole first layer extraction

process is given in Fig. 3.4.
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Scan Stego Text
for LRM & RLM
Characters

Get
Sentence
Number

4— Represent 1

Represent 0

Figure 3.4: First Layer Extraction

3.4.7 Flowchart of Second Layer Extraction at Receiver Side

After extracting the sentence’s number, there are two tasks have to be performed,
locate the sentences in the cover text containing the block of bits and arrange the
block of bits in its proper position, to extract the secret message from cover media.

The second layer extraction process is illustrated in Fig. 3.5.

Scan Stego Text
to Locate the
Sentence
Number

v

Get 4 Bits
Hidden Data

v

Concatenate All
Block of 4 Bits

v

Convert
Equivalent
Characters and
Get Message

Figure 3.5: Second Layer Extraction
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CHAPTER 4

EXPERIMENTAL WORK AND RESULTS

4.1 Software Tools

For simulating the proposed system two software tool (NetBeans Java & Pycharm)
have been used. The details of used tools have been given in following sub sections.
4.1.1 NetBeans

NetBeans is an Integrated Development Environment (IDE) for developing primarily
with Java, but also with other languages, in particular PHP, C/C++, and HTMLS5. It
is also an application platform framework for Java desktop applications and others.
The NetBeans IDE is written in Java and can run on Windows, OS X, Linux, Solaris
and other platforms supporting a compatible JVM. The NetBeans Editor editor
supports many languages from Java, C/C++, XML and HTML, to PHP, Groovy,
Javadoc, JavaScript and JSP.

4.1.2 Pycharm

PyCharm is a graphical Integrated Development Environment (IDE) used for
programming in Python. It provides a graphical debugger, code analysis, an
integrated unit tester, integration with version control systems and supports web
development with Django. PyCharm is developed by JetBrains. It is cross-platform
working on Mac OS X , Windows and Linux .The Professional Edition is free for

open source projects and for some educational uses.

4.2 Experimental Work

The following sections discuss our experiment results through the example for both
Hiding and Extraction of the message. Both hiding and extraction process shows
inputs, outputs and the intermediate steps of each process.

4.2.1 Embedding Process

The following Fig. 4.1 shows the graphical user interface at sender side for the
embedding process. It accepts the secret message to be concealed, cover text file
for hiding secret message inside its body and empty text file where stego-text will
be saved. The 1%t layer output box shows a list of sentence’s number. These
sentences have embedded the secret message. After clicking the 2" layer
embedding, the contents of list are embedded in same cover media and stego-text
is saved in mentioned file.
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Figure 4.1. GUI for Sender

4.2.1.1 First Layer Embedding
A. Input
Secret Message to be embedded is “To”.

File Edit Format View Help
tha 4 mies (M. ATH. Sdbor )-F5Q fabs sara ‘o da uR Hars T fant 3 sadl, afad 3~
9 AvHrs It &9 fenr | Gd@ @ Treers @ A dhua aear & o fa @oeAz gs e
dr agwer 3 1| Qu gagera § nrud ufgery s fea arafia wars '3 famw 1, fod &9a wg
& B Bary IF AS | A »id 8o wa TruR uaR 3t 'y ggvd @ IR 3 B9 T2 AS, ug
iea® aHfat S IS 272 I AS | »ied A9 J96 ' umy & fa wa 9 udt 15 oava @
sadl, 2 38 118 O aifod, 2 fdaa w3 g ¥l disa 9dt T ant 3 1 R addt yfesn §
Ha 2 fa=dt 3
qﬁmrzr 2 niij® (oAt i 9397 )- 9 Agary @& garlas (FEriaRas) AHs w3
usAfea 3 Adan @ @auras »i2 feadt 3 sardt da § &g aar@a s ufasdt s F
Sarg fsaH yamAs & By =t argerel e ysAfed Ngedudd WAHIEES Uama w3 iy
garsardt @& pug fedu &gy wr Faar 3 fn avas sard fsant reve w3 garsaval aahors
"z gt IEvor dt Afadt § Bfg 9s P e geues fiw dosedhar  sarg faand fras
HHr nifaardbat 2 garserat gahmes Hitfdar e @t o fadt 3 | saa fsand fRas
vy pifaardbri/aarardnat @& afog J gserdnd, Fadl aru, afanrs m3 wra dla ar
WWWWW&WMM?W@WW%HQ
Arga 98 @R g dl ) argerdl Javs agerd wo § Mgorus Nz mena noila
friur araer St nmiarerst ds Ao Aryr Aeve ©°F fdara a3y 33 '3 garst 9 slt=E ar adt
Afclar Javs niftardtt &t garsera s 9 afor T ot /At | 92 foet @78 d6s afHEsa
audi wines § A frarfra feg fea i 12 gafeeary, 1 g isa m dangd e an
sarfenr H | das afiEsg & I9t foat fusre aadt graedl &9t fatae afvmasa § 3+ SF
T 9dt 3 1 garseet ¥ I fev f8733 gvur aaey e neees T ame Nd '3 YR g
FHUT Yyurs Y 2HS, STaad HETH SIHT, STaUT dTHSdT 9@ 2 nivgl gradty ifu S,
Faur fagr @u yors Aeadts fiw arar & Anig geves FHur dosednr § fhsa Afadt g
v A @rgerd G ofar A=A Ko 3 Dora diosedar 3 sarg Fsand mifaardngd §
gurfes &t fa Fvera § garsera’ s Hifdar aaa dt =t arx vt raed T e aa@ F
gonfe urddhger AHTs fega araer st a9s/493 a96 It araerdl gy &= w1 fow das
yuras daerd gagus ffw Far J mrarendl ds iy ifadt dvara 2 fowsdl nsroara wduffag
friur 397 78 H&aTs J9d UH »ir gdt yafas F fearg fee@z & Har = fam '3
e s & Qu nifaardInt e usAfea ardardbyt ) Hasey AR 11 & Hlfdar 3fo
aardl 3 1 Hifdar feg Jx o @ TAS nigHrg narddlt argersdt &tdt ardait o

Figure 4.2: Original Cover File



The cover text is a text file named “cover.txt” written in the Punjabi language shown
in Fig. 4.2, containing news taken from e-paper “Ajit-Punjab Di Awaaz”. If the cover
media is not compatible, the message will be displayed to change the cover media.
B. Intermediate Steps

Step 1. Secret message to be embedded is converted into binary form. The binary
form of “To” is 0101010001101111

Step 2: The binary form is divided into 4 bits block as shown below in different
colors.

0101010001101111.

Step 3: scan the cover text file “cover.txt” to find the sentence that follows the
properties represented by first block 0101. It means that a sentence should contain
an even number of vowel, an odd number of consonant, an even number of
character and odd number of word. If the sentence is found with desired properties,
that sentence’s number in the cover text file is maintained in a list. Similarly, the
second, third and fourth blocks are embedded to hide the secret message in step 1.
The blocks embedded in sentences and corresponding sentence’s number are

maintained in the list as shown using the different color code in following figures.

FETE, o s O, A, ) -f5Q R2OE sae Y He uR Was WA S sadl, aifge 3 99 Ans Odt J9
fanr | It & wraers @ fierg S swar & e fy §o are ga o & Fae @ | @ FEawd § wuE ufaee
&5 fiom mrafis w3 famr 7@t o a9a wa § 378 sare 98 71 | A ofF 89 wE TUR Ug3 37 i gaee @
I 3G Y AS, UG T8 @Hf @ 38 F2 A0 /S | iKY WY §96 I 3T 89 iy w8 udl 15 g &
&ad, 2 38 AS ¢ aifas, 2 dag w3 vFe T duw O 3 ol 3 1 fioy wedt yfes & gesr @ KA D)

afimrer, 2 wle (wnidta fiw d3@r)- aw Aesd 3 gates (farimdes) mis w3 uswfes @ ddiem @ 3
g3ues v feadt 3 sardt 99 § gy so@E g6 ufgdt g F wee feant yams & Ay diEt gawet e
usHfed Agdagan MAHES dirg w3 s gaeerdt €8 aug fedg dlr w faar J R arge s fsam
niftrsredbait s ganerdnt €8 nfag @ agendnt, gl mru, sfgnrar w3 wre dle e gHar /s QoE @8 arsergt
& mfea A B 3 OIS € NS & F9E S FOgE ad9e TS 7y a5t a9t 99 Haged g
g ASeE wara witg iy aae O waerd 98 a3 A rerg 28 fifere i 93 '3 garsT O it 7
gt Sfifar Fares wiitrsrdt & earaera s il afor 3 andt At | 2F fugt § Sew afimsd sHdE wRe § &R
firerfes few fom g 3 yafesas, W 3 G5E o3 danfelt w On sarfirr 1/ | Aes afimsy & e fagt
fimrg wedt qraedt vt fallae afimsa § 3t &t & ol A | garseat @ dx feg 993 9w g fileg
nEiges 3 ame 7] 3 U fagr g Yo ydts 8TE, ded §ETH @9, IE AT 25 @ Wy Jgen
fiw &z, I figr G yars FaElg ity & & Wvg gauas ity dassde § e afgdt 7y g9 g4
argardt 2t Har S A | e 3 g dtomedr & sae feant sifterdr § aerfes @ fa e § gareerd
&% Hifda gad |5t Are Tt arawdt ¥ v gvdE I Bve uHelger i fedn srgwret s9n/78s 96 o
graed gg @t weh | fon 29 yuE e gggvs fu dar @ et 98 By M3 dirg 2 et
AEraETd Hanfded fitw g8e® &8 yerars saa UA v gdt yafas 3 fears fee@e & e St fam 2 ades
FX Gu wiftrardh &8 usmfex aradardt @ iasea AR 11 gt 3fa sadt & Hitfda feo O 73 2@
WEAE WaTddt argaret SEt FrRet |

Figure 4.3 Sentence in Red Color Representing First Block and Contents of List
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HB0g, & s (T, TR, 3dr)-58 fe8s a9 9 de U wee J R S s, A9t 3 99 AW Odt 59
8w | 9t & Traes @ g Sus SraT & S [ 89 2Ae g3 T 8H ade J | §T Be9TY § WUE ulged
&% fax orafi" 7Ees 3 e 1, fHA S99 w9 & 378 Bard I8 7S | HY WiH B9 w9 TUA Ud3 T H ede e ©
T 3 @4t I8 A%, UF weds o @ 38 £2 I8 A5 | viTg 99 896 '3 UST B9r [ W ‘9 USh 15 999 °F
&el, 2 38 HE © JIf9E, 2 ggg w3 938 =¥l = Odt 3 et 3 1 for A=t ufsr § goer @ A 3|

ZimrET, 2 Ws (vl Ty J397)- 9 Agerd 28 T90as (FAUHEES) AHG w3 UgHicd € St © 3
gIuee W3 feadl 3 Zardl 99 § oy g9gE SE ulgdt wig 3 &9e fea YAHS & Fg ISt a9 10
UBAlCH Ageagad WRALHES UAg w3 wiH gaeod =8 a3 237 &tz v foor 3 fom 395 e foam

FCE W3 T oud odiis 5E 99 Iz S AST § 773 o990 BE AWG I9096 HY SITS=ET & a9 fea

figs Ay witgdh W2 Tdaog oaiiwe Hifear Aes oF gofiz 837 3 | aoe foo g Ay

witEdh/SaHadh 28 Algg © I8=EM, 894 A, Ao W3 UE e = gAY ANG 29t =8 Taoed
? uzAfca 3 B9 3 59HOE T ANG & 29t BE A99S 396 TA3 By di3 99 296 Baded FH G
TS Adedt wand wila iy gra= o vt 3 gz Ay Aee 28 fifarg g 99 3 gxe’ & dist 7
It St SFw wirardhr St garaes &8 it 5fon I ot /| =2 fae' 28 o afiAos aH8H g°RB § &5t
fierfas oo fog TR 3 gafe=ag, HEl I 98t W3 darddl @ ©F Sartew | | §68 SiHAed & o= b
fumz e Froed a9 follae afimad § 3+ S/t 7 odt 3 | gaeea © 99 f=g 539 v aAeg fieg
"IETS 3 5w HE 3 UR fag IAr yos YEis 9IRS, I9cd §9H S9H, I dRSd °F © Wiy Jeey
gl SF Har 13t A/t | A 3 Mnig digs=dr & Saig (SaH witierding & gerfhs it i@ g § garsea
&5 Hifdar srgd =5t Are =78l 9=l I Ag ad'5E 3 g UHelEY AHG g0 9=d a96/ 593 o996 of
FITE Hg St A=at | foH 9% YT'e Aded d99h6 Y S91 S werEr d6 P H3dt Uee 2@ A
AGIad HoAlded (Y T8 &6 HEa'3 d9d UH W 9di HAES 3 o3 feege @ Har di3t far 3 ao=s
28 g7 wiardm 578 UsTAfcE S 2 Hases A=Y 11 20 Hifdar 3fo aarEt 3 1 iféa feg e =B 23RS
WEHT WAIB S Sg=TE 3T A=t |

Figure 4.4: Sentence in Purple Color Representing Second Block and Contents of List

F8Ha, L s (N WA Bdr)-f68 fels sae @ de ud was o fan & saet, aifgg 3 d9 s Odt a9
fonr | Dt € wragers 2 g dug e S fy Qo arHe ga e @ gger 3 | Qa gagwd § wru ufged
&% fox wafia e 2 famr /Y, fa a@ wa & 378 Bare 98 A | 7 oiF 89 We TR Ug3 I wge e @

I3 37 ddQ OB AE, ug wieg® srfan @ 3@ F@ I e | vied J'Y Jds 3 uzr dar fa wa e udh s avrg o
sae!, 2 38 1S @ afor, 2 fidas w3 o2 vt dwa odt o andt & | for et ufer & gosr @ )
afimre, 2 wfs (wdta fin d397)- o Aaara 9 wanas (ferlmdas) mirs w2 usgAfe 2 adhem @ 3

GHures w3 feadt 3 gardt 99 § & Qe U ufgdt g I &9 fSe yarws & 7y &St ageE e

ugAfes Ngasoen WAEAS Uae o v gased 38 mF fean diar v fgor @ fam ares sae fsant N

Aerg w3 garaerdt vafimrs g gdt 3e & vt § w3 was sift g gagas iy dosefi & sardg fsam S

figg vy wftErdd w3 gersed waiirs iifdar Wes & gufes 5 @ seg fsa g

wftrardh/ganardmr @8 wfog @ asedw, Aadt A, afonwre w2 wE Ut e gHer s 0E T8 gaaed
& usrAfes A Ay 3 HIAAS T AHE & QUE Bl FYIgE w96 @A 5y A9 graed 29 Jaged A G
fii§rmuz Aesedt wara wfta fifw aver & vt 93 fias e werg 38 fitore firdor 9 3 gae o it ar
gdt Bfetar Sars wittardn € garaerg s i afor 3 andt it ) 22 fagt & Sew sfirse aHdn ars §
ez few fog g9 2 gafeega, WS s Qge o2 daell e @n garfiwr /| S5e afiEsg & e g’
fuwrg gedt aueH 6 folae afimsg § 3wt 9t 7 g0 | gased @ 99 few 539 3w ameg fileg
ofglFEns 3 g HE 3 U R o yurs Y@ SRE, SEed EE wan, 3 Aeg ey @ wy ey
iy #rg, s fagr Qu yars Hasrits fify S & WG aguds iy Sasedvr § fiee afadt 7y s g3
arg=ret O ofar S At | o 13 e deseEr & aarg fsand wiftrerder & gefa it fa e § gaeed
&% Hifda saq & wre @l gl 3 W ga'Qe 3 goie wHdge A gy aaed 396783 J96 €
FoH 7y @5 Tt | i Sos s FEe g99ve iy dar O sl 95 oy oIt die @ fimdt
AETgarg Honfted fitw 999s &8 Yoy Jg9a i v gdl yRfas F faurg feerge & o it far 2 ades
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Figure 4.5: Sentence in Ocher Color Representing Third Block and Contents of List
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Figure 4.6: Sentence in Blue Color Representing Fourth Block and Contents of List

C. Output
The generated output of first layer embedding is the contents shown in Table 4.1

below.
Table 4.1: Output of First Layer Hiding

3 10 5 6

4.2.1.2 Second Layer Embedding

A. Input

The output of the first layer i.e. 3, 10, 5, 6 and same cover text file which has been
used in first layer embedding as shown in Fig. 4.2.

B. Intermediate Steps

Step 1: The output of the first layer i.e. 3, 10, 5, 6 is converted into binary form. The
binary form is 00000011000010100000010100000110.

Step 3: scan the cover text file “cover.txt” to find the space between two words for

embedding bits calculated in step 1. If space is found, LRM character is inserted for
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bit 0 and RLM character is inserted for bit 1. In this way, all bits are embedded in
the cover text file. Bits embedded in the cover text file is shown using the color code
in following Fig. 4.7 where red color represents LRM and Green color for RLM
character. A red color arrow indicates the insertion of LRM character at that position

and a green arrow indicates the insertion of RLM character at that position.

00000011000010100000010100000110
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Figure 4.7: Red Color Arrow Indicating Insertion of LMR and Green Color for RLM

C. Output
The generated output of second layer embedding is the final stego-Text at sender

side shown in Fig. 4.8.
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Figure 4.8: Final Generated Stego-Text File.

4.2.2 Extraction Process
The following figure shows the graphical user interface at receiver side for the

extraction process.

Figure 4.9: GUI for Receiver
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4.2.2.1 First Layer Extraction

A. Input

The stego-Text file named “stego-text.txt” generated through embedding process
shown in Fig.4.8.

B. Intermediate Steps

Step 1: scan the Stego-Text file “stego-text.txt” to find the LRM and RLM characters.
If character found is LMR, it represents ‘0’. If character found is RLM, it represents
‘1’

Step 2: According to the character found, a binary string is created. The binary
string created is 00000011000010100000010100000110.

Step 3: For each octet in binary string, a decimal value is evaluated. The decimal
values are 3, 10, 5 and 6.

C. Output

The decimal values calculated at step 3 is the output of the first layer extraction

process which indicates the sentence’s number in stago-text.

4.2.2.2 Second Layer Extraction

A. Input

The output of the first layer i.e. 3, 10, 5, 6 and same Stego-Text file which has been
used in first layer extraction shown in Fig. 4.8.

B. Intermediate Steps

Step 1: Scan the Stego-Text file to locate the sentence number 3, 10, 5 and then
6.

Step 2: Find the properties of these sentences and represents 4-bit nibble according
to properties found. The 4-bits nibble for sentence number 3, 10, 5 and 6 are 0101,
0100, 0110 and 1111 respectively.

Step 3: Concatenate all 4-bit blocks i.e. 0101010001101111

Step 4: Get the alphabet for each octet i.e. ‘T’ and ‘o0’

C. Output

The hidden message is ‘To’.

4.3 Similarity Measure Analysis

Similarity measures are essential to solve many pattern recognition problems such
as classification, clustering, and retrieval problem. Similarity metrics are used to

measure the distance between two values or sequences.
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4.2.3 Jaro-Winkler Similarity Metric

The similarity between two strings can be calculated by using Jaro-Winkler metric.
(Bhattacharyya, Banerjee & Sanyal, 2010). The Jaro-Winkler metric is applicable
for measuring the similarity between the cover /file and stego file generated by using
the proposed two layered hiding approach because it deals with strings. The Jaro-

Winkler metric is calculated as,

jaro — Winkler(S1,S2) = jaro(S1,S2) + (L * P * (1 —jaro(S1,S2))

1
jaro(S1,82) = - =

5 (51 * 2t )

IS1] * 1S2| T m

Where S1 and S2 are the two strings whose similarity is to be measured, L is the
length of common prefix (maximum 4 characters), P is scaling factor whose
standard value is 0.1, m is the number of matching characters and t is the number
of transpositions.

A high Jaro score represents greater similarity between the strings. Jaro score 0
indicates that the strings are not similar and 1 represents that they are exactly same.
This analysis consists of two approaches .The first approach uses a fixed length
(bits) of secret message and different lengths (bits) of cover text, whereas the
second approach involves a fixed length (bits) of cover text and different lengths

(bits) of secret messages. The details of both approaches are described below.

4.3.1.1 First Approach: Fix Secret Message with Different Cover Text

Table 4.2: Secret Message, Different Cover Files and Corresponding Stego-Text Files.

SECRET
MESSAGE COVER FILE STEGO FILE
Coverl.txt Stegol.txt
Cover2.txt Stego2.txt
ABC
Cover3.txt Stego3.txt
Cover4.txt Stego4.ixt
Cover5.txt Stego5.txt

Following Tables show the Jaro score of the string pairs when the Jaro-Winkler
metric is applied to the cover file (C) and the stego file (S). Where Ci is the it"
sentence of the cover file (C) and Si is the corresponding it sentence the stego file
(S).
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Table 4.3: Jaro Score of the String Pairs of the Coverl.txt and Stego1l.txt

String Pair Jaro score
C1S1 0.960784
C2S2 0.960784
CsSs 1.0
CaSa 1.0
CsSs 1.0
CeSe 1.0
C7S7 1.0
CsSs 1.0
CoSo 1.0

C10S10 1.0

C11S11 1.0

C12S12 1.0

C13S13 1.0

C14S14 1.0

C15S15 1.0
Average Jaro Score=0.993905

Table 4.4: Jaro Score of the String Pairs of the Cover2.txt and Stego2.txt

String Pair Jaro score
CiS1 0.9602
C2S2 0.9976
CsSs 0.9975
CaSa 0.9982
CsSs 0.9981
CeSe 0.9985
C7S7 0.9983
CsSs 1.0
CoSo 1.0
C10S10 1.0
C11S11 1.0

(Cntd..)
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Table 4.4 (Cntd..)

C12S12 1.0
C13S13 1.0
C14S14 1.0
C15S15 1.0
Average Jaro Score=0.996592

Table 4.5: Jaro Score of the String Pairs of the Cover3.txt and Stego3.txt

String Pair Jaro score
C1S1 0.952518
C2S2 0.990792
CsS3 1.0
CaSa 1.0
CsSs 1.0
CeSe 1.0
C7S7 1.0
CsSs 1.0
CoSo 1.0

C10S10 1.0
C11S11 1.0
C12S12 1.0
C13S13 1.0
C14S14 1.0
C15S15 1.0
C16S16 1.0
C17S17 1.0
C18S1s 1.0
Average Jaro Score=0.996851




Table 4.6: Jaro Score of the String Pairs of the Cover4.txt and Stego4.txt

String Pair Jaro score
Ci1S1 0.951316
C2S2 0.977226
CsSs 1.0
CaSa 1.0
CsSs 1.0
CeSe 1.0
C7S7 1.0
CsSs 1.0
CoSo 1.0

C10S10 1.0
C11S11 1.0
C12S12 1.0
C13S13 1.0
C14S14 1.0
C15S15 1.0
C16S16 1.0
C17S17 1.0
C18S1s 1.0
C19S19 1.0
C20S20 1.0
Average Jaro Score=0.996427

Table 4.7: Jaro Score of the String Pairs of the Cover5.txt and Stego5.txt

String Pair Jaro score
CiS1 0.951316
C2S2 0.977226
CsSs3 1.0
CaSs 1.0
CsSs 1.0
CeSe 1.0

(Cntd..)



Table 4.7 (Cntd..)

C7S7 1.0

CsSs 1.0

CoSo 1.0
C10S10 1.0
CuSu1 1.0
C12S12 1.0
C13S13 1.0
C14S14 1.0
C15S15 1.0
C16S16 1.0
C17S17 1.0
C18S1s 1.0
C19S19 1.0
C20S20 1.0
C21S21 1.0

Average Jaro Score=0.995068

Table 4.8 shows average Jaro Score of five cover files and their corresponding

stego files calculated above when the Jaro-Winkler metric is applied.

Table 4.8: Average Jaro Score of Five Samples for First Approach

Sample I Il 1] IV Vv
Jaro
score 0.993905 | 0.996592 | 0.996851 | 0.996427 | 0.995068

Average Jaro
Score=0.995769

4.3.1.2 Second Approach: Fix Cover Text with Different Secret Messages

Table 4.9: Different Secret Messages, Cover file and Corresponding Stego-Text Files.

SECRET MESSAGE COVER FILE STEGO FILE
M Stego_M.txt
DO Stego_DO.txt
ARE Cover.txt Stego_ARE.txt
foot Stego_foot.txt
cover Stego_cover.txt
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Following Tables show the Jaro score of the string pairs when the Jaro-Winkler
metric is applied to the cover file (C) and the stego file (S). Where Ci is the it"
sentence of the cover file (C) and Si is the corresponding i sentence the stego file

(S).

Table 4.10 Jaro Score of the String Pairs of the Cover.txt and Stego_M.txt

String Pair Jaro score
C1S1 0.966925
C2S2 1.0
CsSs 1.0
CaSa 1.0
CsSs 1.0
CeSe 1.0
C7S7 1.0
CsSs 1.0
CoSo 1.0

C10S10 1.0
C11S11 1.0
C12S12 1.0
C13S13 1.0
C14S14 1.0
C15S15 1.0
C16S16 1.0
C17S17 1.0
C18S1s 1.0
C19S19 1.0
C20S20 1.0
Average Jaro Score=0.996427
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Table 4.11: Jaro Score of the String Pairs of the Cover.txt and Stego_DO.txt

String Pair Jaro score
C1S1 0.954902
C2S2 0.965116
CsSs 1.0
CaSa 1.0
CsSs 1.0
CeSe 1.0
C7S7 1.0
CsSs 1.0
CoSo 1.0

C10S10 1.0
C11S11 1.0
C12S12 1.0
C13S13 1.0
C14S14 1.0
C15S15 1.0
C16S16 1.0
C17S17 1.0
C18S1s 1.0
C19S19 1.0
C20S20 1.0
Average Jaro Score=0.996001

Table 4.12: Jaro Score of the String Pairs of the Cover.txt and Stego_ARE.txt

String Pair Jaro score
C1S1 0.953285
C2S2 0.936842
CsSs 0.976898
C4S4 1.0
CsSs 1.0
CesSe 1.0

(Cntd..)



Table 4.12 (Cntd..)

C7S7 1.0

CsSs 1.0

CoSo 1.0
C10S10 1.0
C11S11 1.0
C12S12 1.0
C13S13 1.0
C14S14 1.0
C15S15 1.0
C16S16 1.0
C17S17 1.0
C18S1s 1.0
C19S19 1.0
C20S20 1.0
Average Jaro Score=0.993351

Table 4.13: Jaro Score of the String Pairs of the Cover.txt and stego_foot.txt

String Pair Jaro score
CiSy 0.954902
C2S2 0.936842
CsSs 0.93913
CaSas 0.993884
CsSs 1.0
CeSe 1.0
C7S7 1.0
CsSs 1.0
CoSg 1.0

C10S10 1.0

C11S1u1 1.0

C12S12 1.0

C13S13 1.0
(Cntd..)
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Table 4.13 (Cntd..)

C14S14 1.0
C15S15 1.0
C16S16 1.0
C17S17 1.0
C18S1s 1.0
C19S19 1.0
C20S20 1.0
Average Jaro Score=0.991238

Table 4.14: Jaro Score of the String Pairs of the cover.txt and stego_cover.txt

String Pair Jaro score
C1S: 0.954902
C2S2 0.936842
CsSs 0.93913
C4Sa 0.952
CsSs 1.0
CeSe 1.0
C7S7 1.0
CsSs 1.0
CoSo 1.0

C10S10 1.0
C11S11 1.0
C12S12 1.0
Ci13S13 1.0
C14S14 1.0
C15S15 1.0
C16S16 1.0
C17S17 1.0
C18S1s 1.0
C19S19 1.0
C20S20 1.0
Average Jaro Score=0.989144




Table 4.15 shows average Jaro Score of five cover files and their corresponding

stego files calculated above when the Jaro-Winkler metric is applied.

Table 4.15: Average Jaro Score of Five Samples for the Second Approach

Sample | | Il 1] v Vv

Average Jaro
Score=0.993616

Jaro
score

0.998346 | 0.996001 | 0.993351 | 0.991238 | 0.989144

Jaro score 0 indicates that the strings are not similar and 1 represents that they are
exactly same. At second layer embedding in the proposed approach, LRM and RLM
character are injected at space between words. Therefore, average jaro score
calculated in Table 4.8 and Table 4.15 are 0.995769 and 0.993616 respectively, not
equal to 1. The difference in these values compare to 1 is negligible and leading to
the Jaro score of 1 which indicates that both the cover text and its corresponding

stego file are exactly the same.

4.4 Capacity Ratio Analysis

Embedding Capacity also known as payload is the amount of data that can be
hidden in a cover, compared to the size of the cover. A Steganographic algorithm
with small embedding capacity may have other good features such as robustness.
So it may be the ideal choice when only a small amount of data, such as a short
message, has to be hidden. Normally capacity ratio is calculated as follows:

Amount of Hidden Bytes
Sizes of the cover text in Bytes

Capacity Ratio =

Assuming one character occupies one byte in memory, the percentage capacity is
the capacity ratio multiplied by 100.

In proposed method, embedding is done at two levels. At first level, the attributes of
a sentence in the cover text are specified by 4 bits. It means that there will be 16
options shown in Table 4.16. A sentence in cover text follows one of the 16 attributes.
To hide a secret message i.e. a stream of binary digits of length N, there should be

(N/4) numbers of sentences minimum in cover text. It means a single alphabet to be
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hidden, there should be two lines minimum in cover file. A cover file of more than
two sentences may still not be suitable to hide a single alphabet, if no sentence’s
attributes match to any 4 bits nibbles of given alphabet.

In case a cover media comprises of such sentences that specify all the above
attributes can be used to hide message of any sizes. But at the second layer hiding,
there should be enough amount of white space to accommodate the output of first
layer hiding. Since the second layer embedding algorithm hides a single bit in space
between two words. Therefore, at second layer embedding file space probability can

be measured as follows:

Number of Spaces
Total Number of Bits

Space Ratio =

Table 4.16: All 4 Bits Combinations and their Corresponding Specification.

4-bits Specification of a sentence

combinations
0000 Vowel even, Consonant even, Characters even, Words even
0001 Vowel even, Consonant even, Characters even, Words odd
0010 Vowel even, Consonant even, Characters odd, Words even
0011 Vowel even, Consonant even, Characters odd, Words odd
0100 Vowel even, Consonant odd, Characters even, Words even
0101 Vowel even, Consonant odd, Characters even, Words odd
0110 Vowel even, Consonant odd, Characters odd, Words even
0111 Vowel even, Consonant odd, Characters odd, Words odd
1000 Vowel odd, Consonant even, Characters even, Words even
1001 Vowel odd, Consonant even, Characters even, Words odd
1010 Vowel odd, Consonant even, Characters odd, Words even
1011 Vowel odd, Consonant even, Characters odd, Words odd
1100 Vowel odd, Consonant odd, Characters even, Words even
1101 Vowel odd, Consonant odd, Characters even, Words odd
1110 Vowel odd, Consonant odd, Characters odd, Words even
1111 Vowel odd, Consonant odd, Characters odd, Words odd
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Fig. 4.10 shows the relation between different file size and amount of data that can

be hidden inside these files.

Size and Hidden bits

5KB 8 KB 6 KB

Cover Media Size

800
700

600
500
400
300
200
100

0

5KB 7 KB

Figure 4.10: Relationship between Different Size and Amount of data can be hidden inside it.

Number of bits

Table 4.17 represents the file size and number of bits added to cover file. For hiding

any message in a cover file, the space ratio must be greater than or equal to 1.

Table 4.17: Represents Different Cover files, Sizes, Number of Spaces, and Number of bits

inserted at Second layer.

Cover Original | Number | Secret Number of | Number Space
File Size of Message | Sentences | of bits Ratio
Space Selected hidden at

at First Second

Layer Layer
Coverl.txt | 5 KB 423 A 2 2x8=16 26.4375
Cover2.txt | 7 KB 606 AB 4 4x8=32 18.9375
Cover3.txt | 5 KB 509 ABC 6 6x8=48 10.60417
Cover4.txt | 8 KB 744 foot 8 8x8=64 11.625
Cover5.txt | 6 KB 592 cover 10 10x8=80 74

In the above table, space ratio indicates that if cover files are suitable for hiding even
more characters at first layer embedding, then still there is space enough to
accommodate 25, 35, 28, 41 and 32 characters respectively at second layer

embedding.
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4.5 Robustness Analysis

This is a measure of the ability of the algorithm to retain the data embedded in the
cover even after the cover text has been subjected to various changes. This analysis
consists of three approaches. The first approach uses modification in line and
paragraph spacing, the second approach involves re-typing same words of stego
file, whereas the third approach is based on copying the whole contents of stego file
to another empty file. The details of approaches are described below. Fig.4.11
shows the original stego text file generated which conceals the secret message

“cover”.

File Edit Format View Help

A%, 4 nis (WTH. WA, &dnr )-fa@ 26w e '9 de ue Hars ‘I fal d sa<l, afod IIJTAHS I agd  ~
fenr | 9t & 9wz 2 faare Jhua areaT 3 ST fa 8o oHe g3 = dH aa=r J | 8o gaged § mrud
yfgerg 5% fea oratHa AEs '3 famr /i, fA &9a wa § 378 Sare 98 A | A< nid 89w Trun ua3 3t
HH 232 @ IS 37 Bl I A, UT WIS JHignf 2 3@ €2 I HE | midd A9 4956 '3 U S fd ud g |
yE 15 aara &t sa<t, 2 38 AS 2 afad, 2 fAdsa 2 932 = dsa 94t 7 ot I | fer radt yfsA § Fasr
et 3

SiraT, 2 nils (mHdA fHu §°397)- 979 Adad <6 B9Ha® (FEAUa2a®) ANS ni? usAfed 2 adtdaa
2 @3u=s »i=3 feadt 3 ®arel 99 § &I F978T HEl UfgH nils I 599 f&aH YAAs 3 5y ai St ageret =r
ymAfed Agedudd MAAIEHS Udd md i H gdreaat <& AY3 feaq &t 3T A faar I fan a9e sad feaH
ATE M3 gIaaTd 2afHnrs 8T 9dt e 3t Afadt § B3 a96 o8t v J99ds iy dosednr 3 &arg
faa fros By nifaardind® m3 gaaarat odfHnrs Hiféar Aes Jt gurfes fodt 3 | sai9 feaH fros By
nifgardmif/aarardint €& Afgd I IS Enf, 334t By, Ifgmrs »id v UiE oF gRT" ANTS 293 @8
TASII & USTAfe A9t 39T I G9HES IF ANTS &7 9= S5 AWgd a9 <A g St Sraerst a9s
Fa9ed BH § HEHUS Adedt nigre nile fifu amer & neerdt I fAT3 Ay Age <8 fifara fAdnT
a= %mﬁaﬁ?waﬁ%ﬁmmmﬁmﬁmwﬁﬁaﬁﬂammleﬁmﬁﬁm
FfHEET THBH TTAS & 93t faarfes feg fea g '3 gafesar, Wl 3T 482 w3 darddl o IF &arfemr
HI | To® afHAST 3 I foat fuse ga<t Jra=re &e faiige afHmad & 3t I/ a7 Idt 3 | gFeaar &
I feg {533 U drAsd Feg mag=s 3 amie 1id '3 UH fagr s+ur yors y&is 27, 3dcd Bs'H
TIHT, IHUT dTHSY =% o mirgl da<iy TRy 3, 3y fagr Qu yors AgsHls fAw a3 3 Ainig g9g9s TRy
dasdinr § fusa Afedt g Jaa &3 argerst J Har =8 At 1| far '3 Amia diosegr & a9 fesaH
nifaardut § gorfes it fa AHeTT § gdearat & HifSar a9 a9t A <8t argerst T s J9'@s T
Wmﬂiﬂﬂ@mﬁﬂm@fﬁmfﬂ&gmémﬁmﬁﬁwﬁaﬂl&ﬂmmﬂﬁ?ﬂ
g937s AW Zar dF niges do ¥y {34t o 2 frmrAl Asrgarg Haalfeq fAw o= s &® y&as ddd
Ul nr It yafas 3 fears faer@z & Ha =t AR '3 aaes &8 €9 nifuardnt 7% usTAfea araarat &t
Haweg A=D1 =3 Hiféar 3fa garst 3 | Hifdar feg 9= =& A8 nighrd maiddt arg=rst it it |
TI=TE, 7 WS (TEMT)-HE HST It 3FE § ANITUS IF Saa Ae fAHEs ARrfeed (If:) saear €8 a9
Hdts & 397 1 fimr 2 foord Bue wrud gu a1 2 Se 39 fed &< ufgerat § U IHs s famr |
HAfES ¥ AQYAS g8 HaAl3 i 8t & & franr fa Avrad feg 20 ufaerat § e Ivrs <fenr famr 1 dy
feg Wy Hfgws 3 =7 A: ArEa Ay w3 Ji=8 ygnsts a9 Fa@s 3 fenm 39 '3 uds | AWK & gamws
AAfedt I AT 39 1598 TTH AI&HZ fifwr 3, WisSde 3 Ay fog Ay u3<EI Aast § At wrfewt mry &
=t | FHran feg udS A Heseaz fifur quiiser 3 ARTESt oorar 9% 99 arant §ud g urGfonit &
frnr fa gATEE 99 HOS Ba<e ufge g B8 He3 THS <8 AHWIH 3 feeer niyt or du, def e oy m3 Jd
E AHEIH AH < S&E &8 9% 9d 76 | {80 Az AHWIH 3787 H&+HTE fHw 34 3t Agypst Js 9@ 9d 08 |

W

Figure 4.11: Original Stego-Text File

4.5.1 Modification in Line and Paragraph Spacing
In this approach of robustness test, line spacing between two lines and paragraph spacing

before and after has been increased.
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File Edit Format View Help - B B R o S ) ——————
AU, 4 nill® (ArH. WA, Sitnr)-f58 fobs sa9 "o ¥ u® vars T fard 3 sadt, afod 3 09 v 94t a9 fer | odt »
& vrawrs 2 foars dua awar 3 STamr fa 8o are ga o dn aeer 3 | Bo gaaea § @

ufgerg &8 fea arafia Aas '3 famr At fan 3od e § 378 sare 98 7 | 79 of 9 80 we Tur va3 3t

WY 2ael 2 38 3T KA IR RS, uF niead anfand 2 3@ 22 J2 7 | vied WY @95 '3 U Kar fa wa g
ud 15 oava < Fael, 2 38 A 2 afg, 2 frdaa wid o3 et aima odt @t 3 0 fow it yfer E ges S R 3

slunrar, 2 nils (oidla Hu §337) I Heaa @F gaids (faniadas) mrs »2 usifea 2 adlam 2 @aues
ni3 feadt 3 mardt 9a § & Iz &8 ufost »ile 3 599 fsan yarAs 3 B9 dtEt araesdt o usrRfea Nadaudd
WA ES Urrd w3 wird garaerd’ © & Ay fedu diar w faar 3 fan avaa aae fsam mere w2 garaarat aafimra
g% gt FEvy A Afad § 0t @93 &8 Mg o9uas (i dosefe 3 saa fsad froz Boy sifaardind w3 garserst
=3fmrs Hiféar ez &t oofes 8t 3 1| s fsa frog By wifgardbat/aarardint 28 Bfog 2 oeerdndt, dadt
wy, afanes w2 wa Wtz o grar s 392 8 gaautd § usAfea a4t Ao 2 gaiEs o A & do &E
HAgE &9 A2 gy didt agend 9vs Waged iH § h@rus A3zl niena mofta i g J naend s fiog
Ay ATe 98 fHard fadyr 33 12 garst 3t dt:ft o ot Sfdar Savs mifuardbt &t garser @ 3 afar 9 ot At
=¥ fug® T8 daw afvnas ande atas § (53 foarfes fro fea ga '3 gafevars, /i oo isa w3 danddlt & 9
sarfene 1l 1 s afias 3 92 fug! fuwe gadl @aerdl 89 fatge afimsa § 3t &t wr ot 3 ) gasest 2 da
feu fa'ad svy arrss ffee nmes 7 ame Ha '3 UH fagr 39w yors y@ts atas, ded §ad SaW, 0
IHBT 28 2 o gavty fiw dte, v oy Bu yors readls fifw arar 3 g aggas fiw dosesbr & fisa
afedl wrg aard S araed O i @t M 1 o3 e dosedtor 3 5313 fsan mifuardyt § oefes @ fa
AHeS § garaedt &8 Hifda aud it arE ot aaedl T arg ao@E F amie unidiger ans fegn aeerd
waa/aEa a9 9 aravrEl gy diE aat | fen Sava yus aderg agaas fif Far S miaed® 3s Wy Hadl daa @
frmeslt pevaara HIRMEeT Hiw ades & yeara aaad Un nr 3dt yefas 7 fsara fee@s O ia & fn '3 ades
T8 G mifuardt 378 usAfea araadint Jt Hawera AT 1 o Hilfdar 3fo aadt 3 (itféa feu Tz o8 2R8
mEATd miaddt araerdt @t ada |
Ieze'a',7mﬁa(wﬂw)-mamﬂ§mﬁmﬁaMW(aﬁowﬁwmaaq'
W fror 2 feord Gus wrud wu far @ saaq el Sade ufsest § was ams Hanr famr | arrfedt 3 rayns o
W& B 380 3 & fow fa yorand feg 20 ufsera® § s avas T famw | Ay feg oy wfons 2 &1 R: Al
friur w2 it worits J9 Wads 3 felm 39 '3 udd | ma &t ggora aRrfedt @ A 39 A59S T8 aeanls
a4, Mavde 3 Au fog aga uyad2 Aaa & @ orfeo oy @ At 1 s few uda 7 wesatnrs i quiiaar 3
Al gorgr 98 33 aran’ Gua avsE ur@Tenf & e fa iefedl o9 wdld 33de ufges’ 89 ez aus <2
a7 fewrer niyt o ay, Jet o U ni3 J9 T AHTEH AN 2 39T 88 oW 99 95 | BT AE AHaH o HaHT S
friw 35t S roypft ds ds ad oa )

Figure 4.12: Modified Stego-Text File by Line and Paragraph Spacing

Since the contents of stego file do not change during formatting such as line and
paragraph spacing. Hence, the data hidden in texts remains intact during these
operations and hidden message “cover” has been extracted.

4.5.2 Retyping the Words in Stego File

In this approach, any characters or words are retyped without deleting the white
space between words. It means that during the retyping process the white space
should be untouched. In Fig. 4.13, the underlined words have been retyped. Since
the feature or structure of the text in stego file does not change during retyping.
Hence, the data hidden in texts remains intact during these operations.

4.5.3 Copying the Whole Contents of Original Stego File to Empty File

Since the contents of stego file do not change during copy and paste between files.
Hence, the data hidden in texts remains intact during these operations and hidden

message “cover” has been extracted.
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File Edit Format View Help
frdbud, 4 miides (M. AL Sdbor)-f6Q febs sara o de U Hars 'd e & sadl, aifud 2 Ja aoars G4dl ag
fan | It N Trawrg F e Aux @ 3 T fx o aFe ga o dH K9uT I | G HITET § wrud
ufagera v foa grafia Aavs 2 fapw Hl, F e wag § 08 &ar 92 A8 | 9 ni'a Qo wa erur yad =7
wm%ﬁwm&m.wmmémzé&m1ﬂaanfam'au'armvf‘aw'a
udl 15 g 1 sadl, 2 98 A& 2 afad, 2 fRdesa w2 agrd ol disa 9d O ardt 3 1 o ddl ufsr § gosr
CACE |
sfunrar, 2 mies (ol i 9397 )- arv Aaard &% aaids (Femiia@us) ans m2 ysrfea & a3 am
& Gaues i feadt 3 sarsdt 91 § &g 9@ &F ufadlt »iids F saa fsand Yars & g S araerEt ar
ymrrfea Ng@aaad MTHARES Wama w2 nird garserat @& aua feda oftsr a faar A far ras sara feands
Hav@ »iad garsarat gafknrs gz adt gEo Jt afadt § nta @9a sH g gagas fw dlosednar & sarg
fasant fira=s arur mifaardbst w2 garsarat safimers HWifdar mex & oufeg @ 3 1 sarg fsa fros arar
nifaardt/aarardiot & mfaa & aserdnt, Aadt By, afanrsr »i3 wE UtE o e AHs /9E I8
garsarg’ § uspfed A6 Ao 2 gOES @ AHS & FU SY TragR @96 SRR gy dH=H araendt Sarvs
HH & HGraus Adzdt niara »oita fiw sraee S niaedt 3s o arar Aava @& fdara fadyr
g ' garst G dt= o gdt fdar Favs eifaardbet St garsera e Pt afor G andt i 99 foat ©F des
aAfHRET aH&E TAs § fdl flaardfea fea fea g3 '3 gafeeara, 1S sar fiss »d dang&t ar On sarfenr
Fit 1 vias afbase & Ot faat fuse gasdt araerd & fatiae afimasa § Bt S5 ar adl 3 gareaat @
Jq fea (83 avur IAsd BFaa naae s T o A '3 YA Mg s U yars y&@s aTAs, saed §aT
TAHT, FEUT AAST 9 & negl ety B g, avur fagr @u yars maasils i arar & Mg ogeas i
drasesdor & fuesa Afad g aavad A argers S odar Sl A o fr 2 e diose e & sara fsand
mifuardtat & avrfes dt=ft fx e § goravrat && O ifdar qad @ = ara ot araerd T g aa@a F
qHoofa yridhgey As feg o araest @as/aa3 aas J &gl g &HE el 1 fer Sl yors aaaa
aaavta Fiur Far F ot 9o i v iEdl dvra @ Howgdlt reraarg yanaffeg iur ade s 5& ysTar s aaad
aE e adl yafas F fsarg fae@s O Har S a3 adevs @8 Qu nifaardb v ussrafea avdsardnt
Viawsera 7R3 11 = ifEar afa aar®t F O ifdar fea Ja o & SRS migra maddt @raerdt it et o
@aRvar, 7 Qs (L@ )-HEuaEr ) set § rrafua g svea AR fadas gafedl (afa:) eaeray @8 aa
WetE St 39t froar @ feord Qua nrud wu far  enge et Sade ufageat § uas ams Ffeomr famr 1
WA @ payra sy HeAlE Ofa I & & Prooe fa rodvand Fera 20 ufaerat § yea aas dfane fame | du
Ferar 1w pifanars & 1 31: vordta B w3 @t v nits &9 Fad@s T folr 392 uda 1 mran St ggnrs
AR & RaCaa Asas gy KasHlR (Hu 39, Aadde & u feo Aya ugd3 Fast § A nefend ney @
=it 1 arand fea udD T psdtnrs Bfur quiiisar & wrfed oorar 9% 99 @raat Fua e w@font &
Mot fa e dt Ou 1S Sada ufgera’ &3 e aas $& aHad F e nitt ar Qu, I ar Qu mM3 Ja
FE Fran s mirT 3 seEl &8 as 99 o 1| fea i nrand gvar ysyitg e 57 A reprEt ds g g os

~

-
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Figure 4.13: Stego-Text File in which Underlined Words have been Retyped

File Edit Format View Help

[rsag, 4 nilds (M. A, dnr ) -f6§ faGs aard ' da uR Has ' fait & sat, aifad 3 99 Ans It &9
fesnr | 946t 3t Trawrs 2 faarg Fua @ § o fa Qo gore ga o dir aawr ¥ | Qo nagery § nrud
ufgery ave e urafba Aars 2 fanr Al (A GO wa § 2@ sard 39 JHs | A7 iy Qo wa erun uad of
Wy gged & 38 3T &A@ IP HS, Ua niea® aHfant® @ 3@ 272 92 A& | niva 3T a9 '3 ugr &ar fa wa o
lrétlsgwwmm.zésﬁﬁam.zmamﬂmmamﬁawélﬁmnﬂ‘lﬁyﬂwnﬁaaw
2R a0

wlanpEr, 2 nile (needla (il 5'397)- I HOara @& aarias (FEAdadas) AHS »i3 usrAlea 2 adfam
S Gaues »id feadt 3 sardt 9a § &g @9 @x s ufadt »ie F sarg fasand Yyarrs & g <&t argere ar
ymfed Ngaaads MITHRES Uara w2 oy garsarat ©F g fodg ditgr ar faor A for aras sarg fsant
Have w3 garsardt cufinres wx adl gaon G Afa= § 5ty aus &9 Ana gauas (M dosediner & sarg
fosand fras mrur niftardnt w3 garaarat aafimrs Hifdar mras &t oufes fadt 3 | sarg fsand fRas mrar
mifaardtat/aoardbnt @& afag & gserdbat, Badt ru, afewst w3 wa dta o T s [T TS
warsargt & usAlea Q4 Va2 aafids @ HHS & Qua B8 raga das @HT Hy dl araendl Javs
waawrd JoH § tHGorus Aded niera niila i e @t niarersl 36 froa Anur peva @& fidara fRdur
g2 '3 garst It i v gdt Sfddar Java mifaardat ft garsarg sve fgaft afam I ot 5t | 39 fagt ¥ viss
afHEsa aHdE gt § FaE) faafes feg foa g 2 gafesara, 1 g dsx w2 ganddl o 9m sarfenr
A das afliasa & 990 fag’ fusve sad avaesl & fodaz afliasa § 3+ OA 3 adt 31 garsara’ &
T feg f&839 avur aasa Bag aees F g 1R '3 UH fagr swur yars ydfts atas, aaed gete
TIHT, FVIUT ST 9& 2 oyl gradty B Stg, ey fayr Q@u yars maasits G avar & ybora ogeas i
diomedne & Mhsd Afa=l avg aard Sdld soaesd e d = A Bor 2 Ao diosedne & sary fsa
nifaardt § awfeg &dtdl fx fvera § garsaet & Hifdar aaa Jtdt v ovdlt argedt T g a@s
oo wrEdhge s feda araedl aas/vas g St @raerd gg JH = wrRait | fen s yors waea
aasds (Hu dar S nrarendl da o'y Hadl daoa 2@ Gosedl Aesraarg HIARE e Dy aders 578 H3ars qad
Ol i gt yafas F fesara faer@s 9 o = far '3 aRe s 98 Qo nifaardbt av& usrafea sordardat <
iamerg FRI 11 wifEar 3fo aardt 3 1 Ofdar fea I & P& wign g maddt araedt St el
warerar, 7 mijes (erEbar )-HEusr S werdl § rrafus aig sted A fanas mrfed (afn) aasrar & ag
HATE & 5t o A & faord Qua niru@ g Far @ waray fed Sada ufaea® § yas ames Sane famr |
et & mayra 'ar wsta A 38 & & oo fx marand e 20 ufgerat § yea amas Hfanr famr | Qu
fea 1wy pfors & o7 71: sorta ffar o2 dhil yenits &9 Bades T foar 392 uda 1 mant it ggnrs
HAMEE 2 paray Aasas war aasHl e (u 38, Aede & du fea Ao u=dd Aast § A nefimd nry @
st | e fea Ul | w@aEns iwr guitaar & garfedt gnrar 978 99 araat G ua assr urGlant &
fror fa sprfedt aa ydld s ufgerat &8 e awms £ mrans 7 fesrer niut ar Qu, Fat o Fu oI d9
¥l HHTAH A 2 gerdd]l &8 ger 9 as 1 g Ae HHrand e HaH e (a 38 S rayrEl ds g ad as

Figure 4.14: Contents Copied from Original Stego-Text File

~
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CHAPTER 5
CONCLUSION

In this thesis, a new method to text steganography with an Indian local language,
Punjabi has been developed. In the proposed approach, two layered embedding
technique has been developed. The first layer embedding is done by considering
the number of vowel, number of consonant, number of character and number of
word in a sentence. In a sentence, 4 bits are concealed. For the embedding of any
4 bits possibilities in a sentence, some other characters along with the vowels and
consonants are required. Thus, this technique is suitable for the Punjabi language
as it has some characters in Gurumukhi character set that are neither vowel nor
consonants. The same approach can be applicable for a language having the same
specification as the Punjabi language. At second level, LRM and RLM character that
are control characters and do not appear as glyphs on the screen are injected
according to a binary string obtained from first layer embedding. An exactly reverse
procedure is followed at the receiver side to retrieve the embedded message.
Since the cover media is pre-existing media, not system generated media, therefore
a user will be free to use the cover media taken from any Punjabi newspaper,
magazine or books and the syntax of a sentence and sequence of sentence both
will be true grammatically. Even those opponent who have a very good command
on the Punjabi language, will not be able to find that there is some information
hidden in the stego text.

The Jaro score of comparing cover text and stego text is 0.995769, which means
that they are almost identical. This property can be used to avoid stegoanalysis. It
is found that the proposed method has very high hiding capacity without leaving any
noticeable footprint for stegoanalysis. In addition, this method is robust to digital
copy-paste operation, line and paragraph spacing modification and retyping the
same characters or words. On the other side, there is some increase in the size of
stego document that results from injecting the LMR and RLM character in space
between two words. But the file format will not change which avoids the
stegoanalysis.

However, once its applicability is known, it can easily be attacked. Hence, it is

essential to keep the application of this approach secret, while using.
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